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Criminal Protection of Personal Data Processing in the Saudi System

(A Comparat

ive Study)

Dr. SALEH AWAD MANSOUR ALJUAID"

*Assistant Professor of Criminal Law - Facu
Dar Al Uloom University

Abstract:

The research addresses the topic
of criminal protection for the processing
of personal data in the Saudi legal
system. Protecting personal data has
become critically important due to
technological advancements and the
widespread use of the internet, which
has made personal data vulnerable to
breaches. The research aims to study
crimes related to the processing of
personal data and the penalties
prescribed for them in the Saudi system,
comparing them with French and
Egyptian legislation. Personal data is
defined as any information that can
directly or indirectly identify an
individual, such as name, ID number,
address, photos, etc. Saudi, Egyptian,
and French legislation have defined it
similarly, emphasizing the protection of
individuals' privacy. Processing

Ity of Law

includes any operation performed on
personal data, whether it involves
collection, recording, storage,
modification, or transfer. Personal data
must be collected lawfully and with the
consent of the individual, and the
purpose of collection must be legitimate.
Any violation of these conditions is
considered a crime punishable by the
system. The Saudi system has
established criminal penalties, including
imprisonment, fines, or both, with the
possibility of doubling the penalty in
case of repeat offenses. Penalties for
legal  entities  (companies  and
institutions) have also been established.

Objective of the Research:

The research aims to discuss and study

the criminal protection of personal data
processing in the Saudi system, identify
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the legal frameworks for such data, and report violations, provided the report
highlight its importance in light of rapid aids in uncovering the crime.
technological advancements, the 3. Limiting the duration of data storage
internet, information exchange, and the to a specific period (e.g., one month
use of artificial intelligence. or one year), renewable by the
relevant authority if the purpose of
Research Methodology: storage is not achieved within that
The researcher used a comparative period, to prevent misuse of stored
analytical approach, examining data.
procedural laws such as the Saudi, 4. Establishing specialized courts to
Egyptian, and French legal systems. handle cases related to personal data
protection, similar to the Egyptian
Key Findings of the Research: legislator, \_/vhich assigned this role
to economic courts.
1. Stricter penalties for repeat
offenderS, making imprisonment KeyWO-rdS: P?rsonal Data, (_:I’iminal
mandatory to deter repeat violations | Protection, Private Information,
of privacy and personal data. Cybercrimes, Internet, Technological
2. Introducing a system of exemption | Development, Criminal Penalties.
from penalties for offenders who
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(7) Loi n°78-17 du 6 janvier 1978 relative a I'informatique, aux fichiers et aux libertés. Modifié par
Loi n°2004-801 du 6 aolt 2004-art. 1 JORF 7 aodt 2004 sur

http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=LEGITEXT0000

060686248&dateTexte=20110. M. Griguer: La loilnformatiqueetLibertés: bilan et perspectives Etude
Cahier pratiquerédigé: MeravGriguer Cahiers de droit de I'entreprise n° 4, Juillet 2013, prat. 20.
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(8) art 2' toute information relative a unepersonne physique identifiéeou qui peutétreidentifiée,
directementouindirectement, par référence a un numérod'identificationou a un ouplusieurséléments

qui luisontpropres

(9) J. DUPONT-LASSALLE, Données a caractére personnel, R.Europe ne 7, Juillet 2013, comm.

291. www.lexisnexis.com.

(10) Personal Data Privacy and Security Act of 2009, Reported in Senate 2011Sep 22, 2011. This
is the text of the bill after coming out of committee in the Senate. This is the latest version of the

bill currently available on GovTrack.available at
http://www.govtrack.us/congress/billtext.xpd ?bill-s112-1151.
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(”) To prevent and mitigate identity theft, to ensure privacy, to provide notice of security breaches,
and to enhance criminal penalties, law enforcement assistance, and other protections against

security breaches, fraudulent access, and misuse of personally identifiable information.

(]2) PERSONALLY IDENTIFIABLE INFORMATION- The term 'personally identifiable information
means any information, or compilation of information, in electronic or digital form that is a means
of identification, as defined by section 1028(d)(7) of title 18, United State Code. '(7) the term
'means of identification" means any name or number that may be used, alone or in conjunction

with any other information, to identify a specific individual, including any

(A) name, social security number, date of birth, official State or government issued driver's license or
identification number, alien registration number, government passport number, employer or

taxpayer identification number;

(B) unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical

representation;

(C) unique electronic identification number, address, or routing code; or (D) telecommunication

identifying information or access device (as defined in section 1029(e)); available,

https://www.law.cornell.edu/uscode/text/18/1028
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(13) 1- SENSITIVE PERSONALLY IDENTIFIABLE INFORMATION- The term 'sensitive personally
identifiable information' any information or compilation of information, in electronic or digital form
that includes:

(A) an individual's first and last name or first initial and last name in combination with any 1 of the
following data elements:

(i) A non-truncated social security number, driver's license number, passport number, or alien
registration number

(i) Any 2 of the following:

(1) Home address or telephone number (Il) Mother's maiden name. India, and yor o birn 12017 (Ill)
Month, day, and year of birth

(iii) Unique biometric data such as a finger print, voice print, a retina or iris image, or any other unique
physical representation (iv) A unique account identifier, electronic identification number, user name,
or routing code in combination with any associated security code, access code, or password if the
code or password is required for an individual to obtain money, goods, services, or any other thing

of value; or
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(18) Loi n 78-17 du 6 janvier 1978 relative a I’informatique, aux fichiers et aux libertesmodifie par Loi
n 2004-801 du 6 aout 2004- art. 1 JORF 7 aout 2004 sur

http://www_legifrance.gouv.fr/affichtexte.do?cidtexte=LEGITEXT00000608624&datatexte=20110

3ls LAND OF HESSE IN GERMANY Lildlu (a3 1970 ale oIS cliladl dles ¢lase (8 s dalles Jsf )
ple ol gl e Lilall 3 1974 ale saaiall il 5 1973 ole agud) 8 (Jalia) iy 0l Jgf G 4ns
1978 ale L 51977

(]9) 1 - Art. 2 «<Constitue un traitement de données a caractére personnel touteopérationou tout
ensemble d'opérationsportantsur de tellesdonnées, quelquesoit le procédéutilisé, et notamment la
collecte, I'enregistrement, I'organisation, la conservation, I'adaptationou la modification, I'extraction,
la consultation, I'utilisation, la communication par transmission, diffusion outouteautreforme de mise
a disposition, le rapprochement oul'interconnexion, ainsique le verrouillage, I'effacementou la

destruction.
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(2‘) 1- V. J. Frayssinet, La protection des donnéespersonnelles, in A. Lucas, J. V. des
donéespersonelleDevézeet J. Frayssinet, Droit de l'informatique et de l'internet: PUF, 2001, n°
122.
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(**) Cass. crim., 14 mars 2006, n° 05-83.423, F-P + F ¢/ Min. publ.: Juris Data n° 2006-032892;
Bull. crim. 2006, n° 69; RLDI 2006, n° 16, 471, note J. Le Clainche; RLDI 2006, n° 17, 498, note
P. Belloir ; D. 2006, p. 1066; JCP G 2006, IV, n° 1819; Comm. com. électr. 2006, comm. 131,
A. Lepage.

(23) 'Constitue un fichier de données a caractére personnel tout ensemble structuré et stable de

données a caractére personnel accessiblesselon des critéresdetermines”

(24) Rapport ~ d'activit¢  pour Il'année 1979.P 25 disponiblesur http://www.clauses-
abusives.fr/activ/ra1979.htm.

(25) H. Maisl,la modification du droit sous l'influence de l'informatique ; aspects de droit public,
J.C.P.1983.1.3101,n0 10>
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(28) Sophie penaporta, les donnees A caractere personnel: les donnees Nom inatives, Art
Disponiblesur, www.pedagogieAC—-AIX-Marseillefr,ladatedemiseEnligneEST:2/03/2005.
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